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GOVERNMENT OF ANDHRA PRADESH
ABSTRACT
Finance Department - Information Security - Adoption of

Two-Factor authentication - Orders — Issued
FINANCE (BUDGET.II) DEPARTMENT

GO.Ms.No.7 Dated:11-01-2023

Read the following:-

1. GO.Ms.N0.192, Fin.(IT) Department, dated 07-10-2016.

2. RB1/2020-21/74 DoS.CO.CSITE.SEC.N0.1852/31-01-

015/2020-21
3. FIN02-18069/7/2023-H-SEC-DTA( (efike No 1958605),
Dated 10-01-2022
ORDER
The Government of Andhra Pradesh has adopted
information technology (1T) for good governance & effective
delivery of services to the citizens.

2. In the reference 1st read above, orders were issued
implementing Comprehensive Financial Management
System (CFMS) encompassing Budget/HR/Works/
Cash/Debt Management/ etc.

3. The CFMS has created a digital platform, which is public-
facing, & therefore is exposed to cyber security risks,
which have proliferated in the recent past

4. Duly consicering the aforementioned risks, the Reserve
Bank of India, has also in the reference 2nd read above,
issued the Master Direction on Digital Payment Security
Controls.

5. To mitigate the cyber-security risk in the digital financial
environment of the State, the Director of Treasuries &
Accounts, inthe reference 3rd read above, has proposed
the adoption of the additional security layer of two-factor
authentication in CFMS transactions to protect the
interest of the citizens & the employees.

6. The Government, after careful examination of the
aforementioned proposal, hereby issued the following
orckrs.

a) Two-factorauthentication is mandatory for accessing
CFMS/HERB applications.

b) AllEmployees/Pensioners/Persons having a CFMS
ID shall link their respective CFMS ID with their
Aadhaar & mobile for availing Government &
employee services securely.

¢) One Time Password (OTP) on an Aadhaar-linked
mobile number is made mandatory for secure login/
delivery of CFMS/HERB services.

KRISHNA/VIJAYAWADA
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7.The Director of Treasuries & Accounts, shall impkement
the above orders as per the following timelines.

Action Item Nodal Officers Timdine

DDS/STOSs Warkshop an e KYC authentication process | ° 7 &P | 12.01:2023 FN
DDOs Workshop on e-KY G authentication process DTASPAD 145 012023 AN
Verification of Aadhaar/Aadhaar-linked mobile numberyg
hrough e K C authentication of dll DDOs STos 13012023

erification of Aadhaar/Aadhaar-linked mobile numberg
through e-KYC authentication of dl other usearg DDOs By 20-01-2023
(empl oyees/pensioners/ persons).

8. The user manual is macde available & can beaccessed at
https://herb.apcfss.in/gos.

9. The DTA, PAO & the CEO, APCFSS shall implement the
above orders in coordination with their stakeholders viz.
Secretaries to the Government, HODs & the District
Colkctors, as per the above timelines.

(BY ORDER AND IN THE NAME OF THE GOVERNOR OF A.P)
SHAMSHER SINGH RAWAT
SPECIAL CHIEF SECRETARY TOGOVERNMENT

@12,65 @DPONTP HIPA® F0DH IRBHODH VOIN),

GOVERNMENT OF ANDHRA PRADESH
SCHOOL EDUCATION (SERVICES.II) DEPARTMENT
Memo.No.1954884/Services.lI/A.2/2023
Sub: SE - Providing subject teachers in all the schools
mentioned inGO. 117 dated 10.06.2022 and 128 dated
13.07.2022, by manning (5,809) vacant school
assistant posts through eligible and senior SGTs, by
providing Subject Teacher Allowance@ Rs. 2,500 per
month -Reg.
Ref: From the CSE No. ESE02-14028/1/2022-E-VI-Part(2),
Computer N0.1954884.

*k*

Dt.10.01.2023

The attention of the Commissioner of School Education,
isinvited to the reference cited wherein he has submitted
proposal tofill the vacant posts of 2,095 School Assistants
with qualified SGTs.

2. It was further brought to the notice of the Govt that
earlier approval of Government of filling up of 3,714
posts of School Assistants through promotion of eligible
and qualified senior SGTs have not been completed
because of court orcer.

The main purpose of giving earlier permission as well
as the proposed permission is to ensure that the
government has sufficient number of subject teachers in
all schools as mentioned in G.O. 117 and G.O. 128.

3. Keeping above in mind, Government, after careful
examination, hereby accord permission to the


https://herb.apcfss.in/gos.
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(3,714 +2,095) vacant school assistant posts by eligible
and senior SGT teachers, by providing Subject Teacher
Allowance @ Rs. 2,500 per month, till the promotions
are given as per directions given by the court in the
pending writ petitions. This will not only ensure that
the mandate of the Government of providing subject
teacherstoall the above stated schools is filled up, but it
will also motivate the teachers as these SGT teachers
will be able to differentiate themselves with the normal
SGT teachers as SGT teacher with Subject Teacher
Allowance.

4. The Commissioner of School Education, is therefore,
requested to take further necessary action accordingly,
inthis matterand ensure thatall 5,809 posts mentioned
above are manned by eligible and senior SGT teachers
by 12.01.2023.

PRAVEEN PRAKASH
Principal Secretary To Government
Kok
338 [/ ands o) e DSoHEGH
GOVERNMENT OF ANDHRAPRADESH
DIRECTORATE OF TREASURIES AND ACCOUNTS
Memo.No.FIN02-15/26/2022-E SEC-DTA Dt.13/01/2023
Sub: PS-DTA- Decentralization of certain activities from
APCFSS to DDOs/STOs Intimation -Reg.
Ref: G.0.Ms.N0.80, Finance(BudgetII-IT, FD,CFMS and
codifications) department Dt 12.10.2021.
Kok

Attention of all the Deputy Directors of District
Treasuries in the State is invited to the subject cited.

In the reference cited, Government have issued orders
decentralizing certainactivities from APCFSS tothe DTA /
DWA /PAQ besides appointing them as Ex-Offcio Project
Directors of APCFSS. As part of decentralization the
following activities enclosed to this memo are decentralized
to DDO/STO kevel

All the DTAOs are therefore requested to create
awareness among the DDOs regarding decentralized
activities. Apart from the above issues, suggestions are
wekomed relating to Decentralization of CFMS activities.
Encl: 1. List of Activities Decentralized to DDO level
2. List of Activities Decentralized to STO level

N. MohanaRao
Director

*k*

SLNo Decentralised Activities Type of Service Remarks
1 [ Account Number Modification ¢ deletion of Bank Functioning at DDO
Corrections | Account Numbers Level
. ltunctio at DO
2 Account Number adding Adding of Bank account und mEmg lq
avel
- - « Functiening al DDO
3 IFSC Change Change ol IFS Code tmehenme &
Level
) T T - A Tr 1 . Functioning at DDO
4 DDO Vender Crealion Creation of DDO-Vendor creation Tevel
s [ Aadhaar Correctians Carrections in Aadhaar Nunrber F“““““E]fig‘l“‘ Dbbo
vl
- - X - Tunet at DDO
6 GSTIN ssues Modification of GSTIN ID nctiening 4
Create / Change Level
- TI Party ST Ta O Funetioning at DDO
7 endor Master GSTTN Tssues Adding of GSTIN TD Level
Dat: - Funct t DDO
g e [PAN Corrections Corrections in PAN une m;n;if
. . Fungets it DO
9 Vendor Blocking Issues Blocking of Vendor Codes e m?]j:ila
10 Name Corrections [Name correction against Vendor Tunctioning
Code Level
N Multiple Bank Accounts Adding of multiple bank afcs Functioning al DDO
Adding Lssues against one B.1D) in Bulk mode Level

Functioning at DDO

12 Vendor Creation Vendor Creation Tovel
Vendor Crearion (Bulk Hunets at DDO
13 endor Lreanon (Bu Vendor Creation (Bulk mode) nnetiening &
mode) Level
14 P1) & Sanction Related b1 & Sanction Related Tiles ltunctioning at 1120
FD Accounts - [Tiles Level
s Allocation / Sanction Order Cancellation |Sanction Order Cancellation Functicning al DDO
"~ [Sanction Module|lssues Lssues Level
_ |issues Functionality to submit Funct t DDO
16 * Clg ORI o submi Functionality w submit CAB unc/lsoll“gliu:ol
17 | Aadhar PAN/APGLIGPF  [Aadhar/PAN/APGLIGPF Functioning at DDO
corrections or changes correclions or changes Level
18 Tmployee Bank account number Bank account number corrections | Tunctioning at DO
Master data corrections or changes or changes Level
19 [DOT changes MO changes Functioning al DDO

level

[Employee actions like T-
20 Out, T-In, Re-Hire,
nterface lssues  |Separation

[Emplovee actions like T-Out, T-In,| Functioning at DDO
[Re-TTire, Separation Tevel

[Enmployee ID creation from
hiring event tile

[Employee ID creation from hiring | Functioning at DDO
cvent tile Tavel

. . Functioning at DDO
2 ]
2 RS (Legacy LTA mapping LTA mapping Level
e [system) Retired employee arrears  |Retired emplovee arrears bill Functionng at DDO
“ bill generation issues generation issues Level
Department / o .
DDO_HOA mapping in case of | Functioning at DDO
2 / -HoA - M - ¥
24 |DDO/HOA  |DDO-HoA - Mapping NTC heads Level
mapping

55 | PD Accourts - PD Trensfers / Promotions /

FD Transfers / Promotions / FAC | Functioning at DDO

Toansfer FAC Changes Changes Level
% Posmonb"h ’ o D Creation for New PD |ID Creation for New PD Functioning at DDO
- g Employees Employees Level
S1.No| Decentralised Activities

1

2

Cadre Strength issues
3

New posts to he added

STO SLO confirmations

Missing positions creation as per
SLO cadre strength

PD Accounts - Allocation /
Sanction Module issues

Closure ot PD A/Cs by transter of’
funds to another PD A/C

5 |Legacy Challan Upload

Legacy Challan Upload

6 |Cadre Strength issues

New Org unit to be created

Type of Service

Remarks

New posts to be added

Functioning at STO

STO SLO confirmations

Functioning at STO

cadre strength

Missing positions creation as per SLO

Functioning at STO

Closure of PD A/Cs by transfer of Functioning at

funds to another PD A/C TREASURY Level
Functioning at

Legacy Challan Upload TREASURY Level
. Functioning at

New Org unit to be created TREASURY Level
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